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ARTICLE INFO ABSTRACT

Keywords: In recent years, the Software Defined Network (SDN) has emerged as a pivotal element not only in data-

SDN centers and wide-area networks, but also in next generation networking architectures. SDN is characterized

Controller Placement Problem by decoupled data and control planes with logically centralized architecture. In order to span across the

Propagation latency networks and avoid single point of failure, one major challenge in the SDN is to select appropriate locations

Cross entropy for controllers to shorten the latency between controllers and switches, especially in wide area networks.
For this purpose, we formulate the Controller Placement Problem (CPP) as an integer programming problem,
which takes both the communication cost and synchronization cost into account. Due to its high computational
complexity, the cross entropy belonging to the field of Stochastic Optimization is proposed and can sample
the problem space and approximate the distribution of good solutions. As a result, we propose a cross entropy
based approach to solve CPP, and we conduct experiments on 6 real topologies from the Internet Topology
Zoo and Internet2 OS3E. The results verify that the proposed approach can realize the minimum propagation
latency for different network scales with different number of controllers, with a less than 5.30% margin from
the optimal solution. Moreover, the cross entropy can promise the calculation result be stable with a less than
2% margin, and can apply to all the network scales including large network topologies.

1. Introduction

Recently, Software Defined Network (SDN) has attracted a lot of
attention in the field of networking, especially for data center networks
and the Wide Area Network (WAN) [1]. Moreover, SDN has gained
increasing importance in the context of several next generation net-
working technologies such as 5G [2], edge computing [3], Internet
of Things (IoT) [4], mobile/wireless networks [5], Network Function
Virtualization (NFV) [6], optical networks [7], sensor networks [8] and
Vehicular Ad-hoc NETworks (VANET) [9].

The prevalence of SDN mainly owes to its centralized architec-
ture, which separates the control plane from the data plane. With the
expansion of the SDN, it is hard for a single controller to meet the
extensive management needs [10]. In order to improve the scalability
and reliability of the network and avoid single point of failure [11],
logically centralized and physically distributed multi-controller net-
work architecture emerges. The Controller Placement Problem (CPP)
is proposed to quantify the performance concerns of the control plane,
which primarily considers three issues: (1) the number of controllers,
(2) the position of controllers, and (3) the allocation between switches
and controllers.

In this paper, the subset of CPP is narrowed down to decrease net-
work latency in WAN. Numerical metrics have been proposed in related

* Corresponding author.
E-mail address: xiong@sues.edu.cn (Y.-J. Xiong).

https://doi.org/10.1016/j.comcom.2022.04.030

literatures, and the latency is especially critical among those metrics
because the control logic of the network is decoupled from simplified
switches and all functions of the network are carried out through mes-
sage exchanging between controllers and switches in SDN [12]. Note
that the overall network latency includes queuing latency, transmission
latency, propagation latency, and processing latency [13]. In WAN,
we mainly discuss the propagation latency because of the following
considerations.

» When the network is unobstructed, the queuing latency is negli-
gible [1].

» The transmission latency is related to the data packet and port
rate, and is usually a fixed value in the case of the same network
device [14].

» The processing latency is primarily affected by the processing
capability and load of the controller. In WAN, as most con-
trollers will not be exhausted, the processing latency may be
insignificant [14].

The propagation latency is determined by the distance between
two nodes, and can be analyzed from different levels of the SDN
architecture. In intra-domain, there are two types of latency, the worst-
case latency between controller and switch should be accepted (which
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means that this metric should not exceed a threshold value) and the
average latency between controller and switch reflecting overall per-
formance should be as small as possible. In inter-domain, the average
latency between controllers should be considered for view consis-
tency. As a result, the latency can be categorized into three aspects:
(1) the average latency between switches and controllers (SC-avg la-
tency), (2) the worst-case latency between switches and controllers
(SC-worst latency) and (3) the average latency between controllers
(CC-avg latency) [14].

Note that SC-avg latency and SC-worst latency are both affected by
the switch-controller path length. On one hand, the SC-avg latency is
derived from the quotient of the total latency and number of switches,
while the total latency equals to the sum of distances from each switch
to its nearest controller divided by propagation velocity, which is set
to be 2 x 108 m/s [15] in this paper. The SC-worst latency is related
to the maximum node-to-controller distance and can be calculated in
the same way. On the other hand, the CC-avg latency can be captured
as the sum of distances between each pair of controllers [16], which
leads to a waste of network resources as the same message needs to
be exchanged between each two controllers. As a result, we calculate
the communication paths [17] connecting all controllers through the
Prim algorithm as the abstraction of the inter-controller state synchro-
nization cost through adapting the algorithm. Moreover, we define the
global latency as the combination of SC-avg latency and CC-avg latency.
In a conclusion, we propose a solution over CPP in terms of minimizing
the SC-avg latency, SC-worst latency and global latency, respectively.

Given the structure of the topology and the number of controllers,
the brute force algorithm can be used to find the optimal solution for
placing controllers in terms of minimizing propagation latency, while
the cost of computation time must be paid. As a result, the brute force is
not suitable for WAN. The Cross-Entropy (CE) algorithm which belongs
to the field of Stochastic Optimization [18,19], however, is considered
as a probabilistic optimization algorithm. The cross entropy algorithm
is to sample the problem space and approximate the distribution of
good solutions. This is achieved by assuming a distribution of the
problem space, sampling the problem domain by generating candidate
solutions using the distribution, and updating the distribution based on
the better candidate solutions discovered. As the algorithm progresses,
the distribution becomes more refined until it focuses on the area or
scope of optimal solutions in the domain [20].

In this paper, we propose a cross entropy based approach to solve
the CPP in WAN to minimize the propagation latency. The main con-
tributions and novelties of our proposed approach are summarized as
follows.

« High Precision: our proposed approach can always promise a bet-
ter performance when compared with other heuristic approaches.
More specifically, our proposed approach can decrease the SC-
worst latency by up to 80.3% and 75.8% when compared with
the Pareto Simulated Annealing and Adaptive Bacterial Foraging
Optimization, respectively, and can decrease the SC-avg latency
by up to 12.18% and 36.66% when compared with K-means and
K-means++, respectively. Moreover, our proposed approach can
find out the optimal or near optimal solution with a less than
5.30% margin, for placing controllers for different network scales
with different number of controllers.

High stability: our proposed approach can promise that the cal-
culation result is stable under the same experimental condition
when compared with other heuristic approaches. More specifi-
cally, the maximum value and minimum value are almost coinci-
dent with a less than 2.27% margin when our proposed approach
is applied.

High scalability: our proposed approach can apply to all the
network scales, including large network topologies composed of
200 nodes, with a less than 5.30% margin from the optimal
solution.
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The rest of this paper is organized as follows. Section 2 concludes
related works on CPP of SDN, especially on optimizing the propagation
latency and Section 3 analyzes the CPP mathematically. Our main
contributions are described in the following three sections. The brute
force, K-means based approaches and the Prim algorithm to calculate
CC-avg latency are illustrated in Section 4, and the our proposed
approach to optimize the communication cost is illustrated in Section 5.
The corresponding experimental results which demonstrate the perfor-
mance of our proposed approach are described in Section 6. Finally,
concluding remarks are given in Section 7.

2. Related works
2.1. Controller placement problem

The CPP is firstly introduced and formulated by Heller et al. [21],
and has seen a rich body of work since then, which highlights its
significance, breadth and scope. The reason why it attracts a lot of
attention is because the locations of controllers directly affect the
control latency experienced by the SDN switches, which in turn affects
a wide range of network issues such as routing policy updates, load
balancing, scalability, energy efficiency, resiliency, fault management,
quality-of-service (QoS), etc [1]. In general, the CPP optimizes the
count, location of controllers to be placed, and the set of switches
assigned to each controller.

A general formulation of the CPP is illustrated as follows. The SDN
network is often modeled as a graph G = (V, E, C), where V represents
the set of switches, E is the set of physical links among switches or
controllers, and C denotes the set of controllers. Specifically, n = |V|
represents the number of nodes and k = |C| refers to the number of
controllers. The studies on the controller placement problem generally
exploit approaches to solve two questions: (1) the value of k; (2) C - V
mapping relation, so that a predefined objective function is optimized
with multiple constraints [14].

Various strategies have been investigated to obtain optimal or
heuristic CPP solutions, and different literatures focus on optimizing
different objectives of CPP. In general, the state-of-the-art of CPP can
be divided into four sections from the view of optimized objective: (1)
latency, (2) reliability, (3) cost and (4) multi-objective. The latency
can be classified into 4 subsections: (1) SC-avg latency, (2) SC-worst
latency, (3) CC-avg latency and (4) processing latency. The reliability
is divided into 3 subsections: (1) multiple control-paths, (2) multiple
controllers, and (3) shortest control path. The cost is split into 2
subsections: (1) deployment cost, and (2) energy consumption [14].

The reliability of SDN is directly affected by the reliability of control
paths since the management and control SDN messages are transmitted
through control paths. A complete control path consists of nodes, links,
and controllers. For controller failure, switches have to be connected
to multiple different controllers to avoid single point of failure. And for
node failures and link failures, two ways can be adopted to solve the
problem, either by connecting switches to a controller over two disjoint
paths, or by reducing the length of the control path which consists of
fewer network elements [14].

The cost of SDN mainly includes the previous network construc-
tion and the later operation and maintenance costs. On one hand,
deployment cost refers to the cost of network devices (controllers
and switches) and their operational expenses, including installing the
controller into the network, assigning the controller to the switch, and
linking these controllers, and different literatures focus on different
aspects. On the other hand, the energy consumption can be saved
through putting links and controllers into a sleep mode when the
network is idle [14].

The multi-objective problem focuses on optimizing multiple perfor-
mance metrics at the same time. However, multiple metrics cannot
achieve the best solution synchronously, such as conflicts between
energy savings and network performance, the difficulty is how to make
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a reasonable trade-off between multiple performance metrics. Multi-
criteria decision algorithms [22], multi-start hybrid non-dominated
sorting genetic algorithm [23] and adaptive bacterial foraging opti-
mization [24] are proposed to solve the CPP with multi-objective [14].

2.2. Controller placement problem on optimizing propagation latency

As mentioned before, the propagation latency can be categorized
into three aspects: (1) SC-avg latency, (2) SC-worst latency, (3) CC-
avg latency. SC-avg latency represents the average value of the packet
transmission latency between the switch and the controller, reflecting
the basic performance of propagation latency in SDN [14]. In WAN,
as the large number of switches, it cannot be solved by exhaustive
way or even by optimization solvers in a limited time, so heuristic
algorithms [25,26] have been proposed to reduce the search space and
ensure rapid convergence to a near optimal placement.

SC-worst latency denotes the maximum value of the packet trans-
mission latency between the switch and the controller, which is usually
an optimal objective in a high-performance environment or a strict
constraint [14]. In WAN, heuristic algorithms, such as particle swarm
optimization algorithm [27] and firefly algorithm [28], are proposed
to speed up in limited resource and time constraints; Sahoo et al. [29]
divides network into several subdomains to reduce the search space and
adopt meta heuristic technique to solve.

CC-avg latency is crucial to achieve a consistent view of the network
state, which is required for proper operation of the network application.
The observation and investigation confirm that the communication
overhead caused by maintaining the shared state among the controllers
is very significant, especially for WAN [14]. Ishigaki et al. [30] consid-
ers CPP as a weighted minimum set coverage problem and proposes
greedy algorithm to solve it, but ignores the limitation of bandwidth,
which is solved in [31].

In a conclusion, heuristic algorithms are proposed to reduce the
search space and speed up the convergence for WAN, while may fall
into a local optimal solution [14]. In order to promise a high precision,
stability and scalability simultaneously, this paper proposes a cross
entropy based approach to solve CPP.

3. Problem formulation

3.1. Problem formulation of decreasing SC-avg latency and SC-worst la-
tency

The placement of controllers in the network improves network
management, and the latency distribution changes with respect to the
controller positions for a fixed number of controllers. Hence, it is
necessary to deploy controllers in proper positions [32]. Among all
of the metrics, the SC-avg latency is critical for SDN, because all of
the functions in SDN are achieved by frequent message exchanges
between controllers and switches [12]. In this subsection, we investi-
gate the latency between controllers and switches and formulate the
corresponding CPP firstly.

As mentioned before, in the graph G = (V, E,C), let d, ; denote the
cost of serving switch v; by controller ¢;, which means the shortest dis-
tance from v; to ¢;. The binary variable x;; indicates whether controller

¢; is in charge of switch v; or not.

J

1
X = 0

The binary variable z{ indicate whether a controller j is placed in
node i.

. 1
z;:{
0

if controller ¢; is in charge of switch v;,
@

otherwise.

if controller j is placed in node i, @

otherwise.
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The CPP formulation of decreasing SC-avg latency can be formulated
as:

minz Zdijxij. 3
ieV jeC

subject to:

x; €{0,1},vieV.vjeC. ()]

Z e {0,1},vieV.vjecC. (5)

Y x;=LVieV. ©)

jec

Yz <=1viev. ()

jec

Yz =kVjeC. ®

eV

x;<=z.VieV.,VjeC. ©)

The formulation is an Integer Linear Programming (ILP) problem.
As the number of nodes is fixed, then the formulation (3) is equivalent
to the following formulation.

n l k Z Z dijxij-

ieV jeC

(10)

Constraint (4) and (5) specify x; ; and z{ are binary variables [16],
constraint (6) makes sure that each switch is assigned to exactly one
controller, constraint (7) states that at most one controller could be
installed in a location, constraint (8) guarantees that k controllers
are placed in the network, and constraint (9) means that there is no
control path of the node without controller. The formulations (3)-(9)
correspond to a variant of facility location problem [33], which has
been proven to be NP-hard. Due to its high computational complexity,
we should develop algorithms to approximate the solution in WAN.

Similarly, the CPP formulation of decreasing SC-worst latency can
be formulated as:

minmaxd;;x an

iev jec YU

Subject to constraints (4)—(9).
3.2. Problem formulation of decreasing CC-avg latency and global latency

Since the network is composed of multiple controllers, and each
switch is managed by exactly one controller, each controller has only
a partial view of the network. To synthesize all flow statistics, a
synchronization should be performed between each pair of controllers
to exchange flow information, as the controllers are scaled in terms
of horizontal expansion. In [16], the synchronization cost is defined
as the sum of hops between each pair of controllers, which can lead
to duplicate messages. An ideal abstraction of the inter-controller net-
work synchronization cost is a tree connecting all controllers [17]. On
account of lower computational complexity, the Prim algorithm is used
to calculate the control paths for the control plane.

The binary variable u, indicate whether a link is part of the control
paths.

1
u, = 0

Let r; represent the initial point of the control paths, and d, represent
the weight of link e, in other words, the length of the link. As a result,
the inter-controller synchronization latency is expressed as the weight
of the control paths connecting all controllers.

Z dou,

e€E

if edge e is part of the control paths, 12)
otherwise.

13)

5sync
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Algorithm 1 Prim Algorithm to Calculate CC-Avg Latency

Require:

P
Ensure:

Corresponding CC-avg latency L.
: node_primary_list = @, node_new_list = @,
: c_primary_shortest = —1;
. controller_distance = 0;
: add controllers of P into node_primary_list;
: add head of node_primary_list into node_new_list;
: remove head from node_primary_list;
: while node_primary list! = ¢ do
S = +o0;
for each controller c_new of node_new_list do
for each controller c_primary of node_primary_list do

calculate shortest distance from node_new_list to

node_primary_list, and the corresponding node of

node_primary_list is c_primary_shortest, and assign it to

S;

end for

end for
add c_primary_shortest into node_new_list;
remove c_primary_shortest from node_primary_list;
controller_distance+ = S
: end while
18: Lo = controller_distance + propagationvelocity + k;
return Lqc

O PN U S WN

11:

Similarly, if the objective is to minimize the CC-avg latency, the formu-
lation (13) can be used directly, as the number of controllers is fixed.

min Z d,u,

eckE

(14)

It can be inferred that the shortest path traversed by each controller to
the root controller must be composed of link(s) of the control paths.

§Sync = z djr/ (15)
Jjec
Y=l (16)

jec
Constraint (16) makes sure that only a single root controller exists.

As mentioned before, the global latency is a combination of SC-avg
latency and CC-avg latency, and the objective can be formulated as:

min Z Z dyjx;; + Z d,u,.

i€V jeC ecE

a7

4. Brute force, K-means based approaches and prim algorithm to
calculate CC-avg latency

4.1. Brute force and K-means based approaches to decrease propagation
latency

The optimal solution for the CPP of decreasing propagation latency
can be obtained by exhaustive searching for all possible combinations
of the controller placements through the brute force. For each place-
ment, we firstly calculate the shortest distance from each switch to
its nearest controller, secondly figure out the sum and the maximum
of all the shortest distances, and thirdly deduce the SC-avg latency
and SC-worst latency. Repeat the above process to compare all the
SC-avg latencies and SC-worst latencies for all the placements, and
finally return the minimum and the corresponding controller placement
scheme. Note that the integer programming problem can be solved by
optimization solvers, we only compare the margin between the optimal

Computer Communications 191 (2022) 133-144

solution and the latencies derived by the cross entropy to prove the high
precision of our proposed approach.

Moreover, in this paper, we analyze and evaluate our proposed
approach with two K-means based approaches in terms of propagation
latencies, including the standard K-means and K-means++. K-means
is the most well-known partition-based clustering algorithm, which
aims to minimize the deviations of points in the same cluster [34].
The standard K-means clustering algorithm includes four main steps:
(1) initialize k clusters and allocate one center for each cluster using
random sampling; (2) allocate nodes into one of the clusters based on
distance; (3) recalculate centroid for each cluster; (4) repeat steps 2 and
3 until there is no change in each cluster.

As all the k centers are generated randomly in the initialization
stage, then the results are not stable and the accuracy cannot be
promised as influenced by the chosen k initial points deeply. Consider-
ing the drawback of the standard K-means, K-means++ [35] proposes
a specific way of choosing centers with the following steps: (1) take the
first center randomly; (2) choose a new center with a higher probability
if it is far away from the first center; (3) repeat the second step until
k centers are located; (4) all the remaining steps are the same as the
standard K-means. To simplify the algorithm, each time we choose a
new center which is the farthest from the previous center(s).

4.2. Prim algorithm to calculate CC-avg latency

Since the set of controllers does not involve all the nodes of the
topology, it is hard to motivate a spanning tree between controllers, and
the problem to be solved is the more difficult Steiner tree problem. In
order to simplify the problem, we adopt the main thought of the Prim
algorithm to establish communication paths between controllers which
is shown in Algorithm 1. More specifically, we greedily and iteratively
add the shortest path between controllers for now into the set of
control paths, until each pair of controller is connected through the
control paths mentioned above. Even though the controller connections
may not compose a tree, the duplicate synchronization of controllers
can be avoided, and the total length of communication paths can be
reduced considerably. On this basis, the brute force and K-means based
approaches can import Algorithm 1 to calculate CC-avg latency.

5. Cross entropy based approach
5.1. Background of cross entropy approach

In order to estimate the probability of rare events, a straightforward
approach is to use the uniform sampling, and the result becomes
more accurate as the number of samples increases. However, as the
probability is small, then a large number of samples is needed to
achieve a satisfactory accuracy [36]. unlike the uniform sampling,
Rubinstein et al. apply the concept of cross entropy in information
entropy to rare event simulation [18]. In general, the cross entropy
takes samples from a more important zone with a greater probability,
which generates a new probability density distribution. Therefore, the
target now becomes to minimize the cross entropy of the importance
sampling density and the primary probability density. As the occur-
rence of the optimal solution to the objective function can be seen as a
small probability event, the concept of cross entropy can be applied to
the optimization problem [37].

The cross entropy does not require the new generated solution is
better than the sample solution of the previous iteration. According to
the distribution function, it is possible that a poor solution is generated.
However, in the process of iteration, the probability of generating a
good solution is increasing, and the probability of generating a bad
solution is decreasing. In this sense, the optimization process is not easy
to fall into the local optimal solution, and the cross entropy can be seen
as a global optimization approach [38].
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The traditional approaches to solve optimization problems include
the simulated annealing, ant colony and genetic approaches. In [38],
the authors solve the 0/1 knapsack problem of different scales by using
these approaches. The experimental results show that the convergence
time and the obtained solution by using the cross entropy are better
than other three approaches under the same experimental conditions.
Considering the similarity between 0/1 knapsack problem and CPP, we
decide to apply the cross entropy to this paper.

5.2. Cross entropy based approach to decrease propagation latency

In general, the algorithm of the cross entropy to decrease propa-
gation latency is introduced in Algorithm 2. In the initialization stage,
the parameters containing p,, N, p and tol should be selected carefully.
p, is the initial distribution parameter vector. N and p represent the
sample number and quantile. In general, the top (1 — p) x N samples
are used to update the distributive function. 7o/ denotes the terminal
condition which decides whether to end iterations or not.

Algorithm 2 Cross Entropy based Approach to Decrease Propagation
Latency
Require:
G=(U,ECQC)
Po> N, p, tol
Ensure:
A placement P with corresponding minimum propagation latency
Lgc =40, Lgjgpa =
. whether_to_end_while = False;
. probability matrix = {};
. updated_probability_list = [];
while whether_to_end_while == False do
execute Algorithm 3 to generate samples;
execute Algorithm 4 to calculate distances;
execute Algorithm 5 to update probabilities and judge whether
termination condition is satisfied;
: end while
10: execute Algorithm 6 to find out minimum latency;

+o00;

P NDD AW

After the initialization stage and before the terminal condition is
satisfied, the following three steps are required:

» Execute Algorithm 3 to generate samples. In each eligible sample,
the number of controllers equals to the given k.

» Execute Algorithm 4 to calculate the physical distance for each
feasible placement according to different optimization targets.

» Execute Algorithm 5 to rank all the placements according to
distances from small to large, choose better solutions to up-
date probabilities and judge whether the terminal condition is
satisfied.

When the terminal condition is satisfied (which is related to rol),
the boolean variable whether_to_end_while is set to be “true” to end
iterations, and the cross entropy converges to only one solution which is
the returned controller placement scheme. With different optimization
targets, the corresponding physical distance is calculated, and the
propagation latency can be further derived.

As shown in Algorithm 3, N samples are generated firstly. Based
on whether this is the first iteration of the cross entropy or not, the
probability of setting a node to be a controller is assigned according to
random distribution or Bernoulli distribution. Secondly, N samples are
filtrated, and only the samples in which the number of controllers equal
to k are reserved, with the corresponding probability density functions
recorded in location_matrix.

As shown in Algorithm 4, the physical distance for each placement
is calculated, and the calculation formulas differ as optimization tar-
gets differ. When the optimization target is SC-avg latency, for each
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Algorithm 3 Sample Generation

1: if first iteration then

2:  for each sample x do

3: for each node y do

4: probability matrix[x][y] = 0;

5: end for

6: generate a sample, choose k (of n) nodes to be controllers

according to Random Distribution;

7: for each node y which is the controller do
8: probability_matrix[x][y] = 1;

9: end for
10: end for
11: else
12:  for each sample x do
13: for each node y do
14: generate a sample, assign probability_matrix[x][y)

according to Bernoulli Distribution with
p = updated_probability list[y];

15: end for
16: end for
17: end if
18: location_matrix = {};
19: matrix_index = 0;

20: for each sample x do

21:  count the number count of items that
probability_matrix[x] == 1;
22:  if count == k then
23: location_matrix|matrix_index]
= probability_matrix[x];
24: matrix_index + +;
25: end if
26: end for

27: location_distance_list = [];
28: location_matrix_index = 0;

placement, the total distance from switches to controllers needs to be
calculated, which is composed of the distance from each switch to its
nearest controller. When the optimization target is SC-worst latency,
the maximum distance from switches to controllers needs to be calcu-
lated. More specifically, we firstly calculate the shortest distance from
each switch to its nearest controller, and then find out the maximum
value among all the calculated distances. When the optimization target
is global latency, the total distance for each placement is composed of
two parts, one part is the total distance from switches to controllers,
and another part is the total distance between controllers which can be
calculated according to Algorithm 1.

As shown in Algorithm 5, firstly all the samples are sorted in order
of physical distances from small to large, and only the top (1 — p) X N
samples are used to update the distributive function. Secondly, the
following equation is solved and updated_probability list is calculated.
i sz

P,

¥ G=12...n. 18

et Liscepsn)
If the kth sample belongs to the selected samples, then Iygy, )y,
(i.e. denominator) is set to be 1. If the kth sample belongs to the
selected samples, and the jth node is set to be a controller, then x;
(i.e. numerator) is set to be 1. Before the end of this iteration, we need to
judge whether the termination condition is satisfied. If max(p! — p!™!) <
tol(i = 1,2, ...,n), then the iterations end, otherwise, return to the next
iteration.

As shown in Algorithm 6, the list variable updated_probability_list is
used to update the probability of setting a node to be a controller, in the
range of 0 to 1. When iterations end, all the best controller placements
have been recorded in updated_probability_list, hence we only need to
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Algorithm 4 Distance Calculation

Algorithm 5 Probability Update and Termination Judgement

1: if optimization target is SC-avg latency then
2:  for each x in location_matrix do
3: for each switch s do
4: calculate the shortest distance
shortest_distance_this_switch from s to the nearest controller;

5: location_distance_list[x]
+ = shortest_distance_this_switch;
X+ +;
end for
end for
else if optimization target is SC-worst latency then

10:  for each x in location_matrix do
11: location_distance_list[x] = 0;
12: for each switch s do
13: calculate the shortest distance

shortest_distance_this_switch from s to the nearest controller;
14: if location_distance_list[x] <

shortest_distance_this_switch then
15: location_distance_list[x]=

shortest_distance_this_switch;
16: end if
17: X+ +;
18: end for
19: end for
20: else if optimization target is global latency then
21:  for each x in location_matrix do
22: execute Algorithm 1 to calculate distances among all the
controllers D¢;

23: location_distance_list[x] + = D_.;
24: for each switch s do
25: calculate the shortest distance

shortest_distance_this_switch from s to the nearest controller;
26: location_distance_list[x]

+ = shortest_distance_this_switch;
27: X+ +;
28: end for
29:  end for
30: end if

return this variable and corresponding propagation latency. According
to the principle of the cross entropy, for each iteration, all the samples
need to be traversed; while for each sample, the shortest distances from
each node to all the controllers require to be calculated and compared.
We use i and N to represent the numbers of iterations and samples,
respectively, then the time complexity is O( - N - n - k).

6. Performance evaluations
6.1. Experimental setup

In order to verify the performance of proposed approaches, we
realize Python codes to evaluate them in terms of the solution and
solving time. Experiments are conducted on a Windows PC with an
Intel i5-6500 3.20 GHz processor and 20G RAM. We use the real
network topologies to test our algorithms, and most of the real network
topologies are obtained from a public repository (the Internet Topology
Zoo [39]), which consists of 261 topologies in total. We choose five dif-
ferent topologies with different network scales from 9 to 197. Moreover,
the Internet2 OS3E topology [40] is also used to test our algorithms.
The information of these six topologies are shown in Table 1.

1: sorted_location_total_distance_list
= sorted(location_distance_list);

2: calculate fractile_distance for
sorted_location_total_distance_list,;

3: for each switch x do
4: lasttime_probability_list[x]
= updated_probability list[x];
5: end for
6: for each x in sorted_location_total _distance_list do
7:  if x <= fractile_distance then
8: denominator+ = 1,
9: end if
10: end for
11: for each switch x do
12:  for each y in location_distance_list do
13: if location_distance_list[y]
<= fractile_distance
AND location_matrix[y][x] == 1 then
14: numerator+ = 1;
15: end if
16:  end for
17:  updated_probability list[x] = %;
18: end for
19: for each switch x do
20:  if |updated_probability list[x]
—lasttime_probability_list[x]|
> max_probability distance then
21: max_probability distance = di f ference_value;
22: end if
23: end for
24: if max_probability_distance < tol then
25: whether_to_end_while = True;
26: end if

The simulation includes the following steps. First, the topologies
of the Internet Topology Zoo and Internet2 OS3E are referred from
*.gml and *.py files, respectively, where we can get the number of
nodes, connections between them, and the longitude and latitude data
of nodes. Second, the longitude and latitude data are transformed
into 2-dimensional coordinate. As a result, the Euclidean distance
between any two connected nodes can be derived easily. On that basis,
the shortest path distance can be calculated through Dijkstras algo-
rithm [41]. Third, the SC-avg latency, SC-worst latency, CC-avg latency
and global latency are calculated according to objectives (3), (11), (15)
and (17), respectively. Fourth, the controller placement demonstrations
are plotted in MATLAB.

In order to evaluate the performance of the proposed approaches,
we compare the cross entropy with four representative solutions in
the literature: K-means, K-means++, Adaptive Bacterial Foraging Op-
timization (ABFO) [24] and Pareto Simulated Annealing (PSA) [25].
Moreover, the experimental results of the cross entropy are further
compared with the optimal solution. In order to prove the effectiveness
of the cross entropy, we compare the SC-avg latency, SC-worst latency
and global latency between the cross entropy and other four approaches
and the optimal solution in different network scales with different
number of controllers. Before the comparison of these approaches,
the discussion on the parameter selection of cross entropy is given,
as the distributive function is updated by the sample number and
quantile, hence the assignment of these two parameters may influence
the performance of the whole approach.
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Algorithm 6 Finding of Minimum Latency

1: D, =0;

2: if optimization target is SC-avg latency then
3:  for each node x do
4: for each y in updated_probability_list do
5: if updated_probability list[y] == 1 then
6: calculate the shortest distance
shortest_distance_this_switch from x to the nearest con-
troller;
7: P.append(updated_probability_list[y]);
8: end if
9: D+ = shortest_distance_this_switch;
10: end for
11:  end for
12: Lgc = D, = propagationvelocity + (n — k);
13:  return P, Lgc
14: else if optimization target is SC-worst latency then
15:  for each node x do
16: for each y in updated_probability_list do
17: if updated_probability list[y] == 1 then
18: calculate the shortest distance
shortest_distance_this_switch from x to the nearest con-
troller;
19: P.append(updated_probability_list[y]);
20: end if
21: if D; < shortest_distance_this_switch then
22: D, = shortest_distance_this_switch;
23: end if
24: end for
25: end for
26:  Lgc = D, + propagationvelocity;
27: return P, Lgc
28: else if optimization target is global latency then
29:  for each node x do
30: for each y in updated_probability list do
31: if updated_probability_list[y] == 1 then
32: calculate the shortest distance
shortest_distance_this_switch from x to the nearest con-
troller;
33: P.append(updated_probability_list[y]);
34: end if
35: D+ = shortest_distance_this_switch;
36: end for
37:  end for
38:  execute Algorithm 1 to calculate distances between controllers
Dcc;
390 D+ = Dc¢c;
40:  Lyjopy = D, + propagationvelocity + n;
41:  return P, Lyq,
42: end if
Table 1

Topology information.

GtsCe
149

Columbus
70

Bellcanada
48

Name of topology  Gridnet
Number of nodes 9

Cogentco
197

OS3E.
34

6.2. Parameter selection of quantile

As mentioned before, only the selected (1 — p) x N samples are used
to update the distributive function. Keep the sample number constant,
the influence of the quantile on the solution and solving time can be
derived. Note p is in the range of [0, 1], and should be set to be close to 1
to restrict the number of samples used for update. In this subsection, we
choose the Cogentco topology, and the number of required controllers
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Table 2

Effect of quantile on solution and solving time.
Quantile p 0.80 0.85 0.90 0.95 0.98 0.99 0.999
SC-avg latency (ms) 846 777 756 720 715 717 7.38
Average solving time (s) 824 53.3 417 33 208 182 8

Average Switch-to-Controller Latency (ms)
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Fig. 1. Effect of quantile on solution.
90 T T T T T T T T T
#
80
70
Zeo
o
£
[=
250
=
£
&
o 40
[~
u
2
Z 30
20
10F
0 . L . . . L . . .
0.8 0.82 0.84 0.86 0.88 0.9 0.92 0.94 0.96 0.98 1
Quantile p

Fig. 2. Effect of quantile on solving time.

is 3. Besides, the sample number N is set to be 1000, and the values
of p include 0.80, 0.85, 0.90, 0.95, 0.98, 0.99 and 0.999. For each p,
the cross entropy is executed by 10 times to derive the average value
in order to make the simulation results more convinced.

The simulation results are shown in Table 2, and Figs. 1-2 are
derived from the statistics of the table. As shown in Fig. 2, when p
increases, the average solving time decreases. This is because when
the number of samples used for update decreases in each iteration, the
convergence is accelerated. However, it should be noticed that when p
equals to 0.98 or 0.99, the SC-avg latency reaches the minimum (with
a less than 1% margin). However, when p = 0.999, in each iteration
only 1 sample is used to update the distributive function, which may
result in premature convergence. According to the simulation results,
p is set to be 0.99, and the number of samples used for update needs
to be greater than 10, in order to promise a fast convergence rate and
improve the precision of simulation results.
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Table 3
Effect of sample number on solution and solving time.
Sample number N 5000 4000 3000 2000 1000 500
SC-avg latency (ms) 7.07 7.08 7.10 7.11 7.16 7.22
Average solving time (s) 97 78.5 60.3 36.3 18 7.7
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Fig. 3. Effect of sample number on solution.
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6.3. Parameter selection of sample number

In this subsection, we keep p constant, the influence of the sample
number on the solution and solving time can be derived. We choose the
Cogentco topology and the number of required controllers is 3. Besides,
the quantile p is set to be 0.99, and the values of N include 500, 1000,
2000, 3000, 4000, and 5000. For each N, the cross entropy is executed
by 10 times to derive the average value in order to make the simulation
results more convinced.

The simulation results are shown in Table 3, and Figs. 3—-4 are
derived from the statistics of the table. When N increases, the average
solving time increases. This is because when the number of samples
used for update increases in each iteration, the convergence is deceler-
ated. However, it should be noticed that when the value of N is 3000,
4000 or 5000, the SC-avg latency is almost equal (with a less than 1%
margin). As a result, in the following experiments, p and N are set to
be 0.99 and 3000, respectively, in order to promise a fast convergence
rate and improve the precision of simulation results.
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6.4. Comparison of cross entropy, ABFO and PSA on decreasing SC-worst
latency

The Internet2 OS3E topology composed of 34 nodes and 42 edges
is usually used to evaluate the network performance of different ap-
proaches in CPP. In this subsection, we design a set of experiments to
compare the SC-worst latencies of the cross entropy, ABFO and PSA
with different number of controllers ranging from 4 to 20.

On one hand, in order to o find the Pareto optimal placements
with respect to more than two metrics, a straightforward method is to
perform an exhaustive evaluation of all possible placements for a given
network topology and desired number of controllers. However, the time
and memory requirements increase with the size of the search space,
and hence it is not suitable for large scale networks, especially for WAN.
On the other hand, simulated annealing [42] is a popular heuristic
approach which can decrease the search space and avoid getting stuck
in a local optimum.

The ABFO [24] employs adaptive foraging strategies to improve the
original Bacterial Foraging Optimization (BFO), which consists of three
principal mechanisms, namely, chemotaxis, reproduction or dispersal
and elimination. Bacterial chemotaxis keeps bacteria in the places
of higher concentrations of nutrients. In the CPP, the heuristic rules
corresponding to nutrients contain controllers should prefer to have
more connections to other nodes, etc. As a result, ABFO can apply to
multi-objective optimization CPP.

The simulation results are shown in Fig. 5. It can be observed
from the plot that when the number of controllers is given, the SC-
worst latency of the cross entropy is always smaller than other two
approaches. More specifically, the SC-worst latencies of PSA and ABFO
are in the range of [10,11] ms and [8,9] ms, respectively, while the
same metric of the cross entropy decreases from 7.41 ms to 1.97 ms.
As a result, the differential ratio between the cross entropy and PSA
changes from 25.9% to 80.3%, and the differential ratio between the
cross entropy and ABFO changes from 7.38% to 75.8%.

Moreover, when the number of controllers increases, the SC-worst
latencies of PSA and ABFO almost keep stable. Note that the phe-
nomenon where the latency increases as the number of controllers
increases even exists. On the contrary, when the number of controllers
increases, the SC-worst latency of the cross entropy decreases or stays
unchanged.

6.5. Comparison of cross entropy and K-means based approaches on de-
creasing SC-avg latency

To investigate the precision and stability of the cross entropy on de-
creasing SC-avg latency, we design two sets of experiments to compare
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Fig. 6. Comparison of SC-avg latency between cross entropy and K-means based
approaches on different number of controllers. On the X-axis, “C”, “K” and “+”
represent cross entropy, K-means and K-means++, respectively; and the number means
the number of controllers.

Table 4
Comparison of cross entropy and K-means based approaches on different number of
controllers.

Number of controllers 6 5 4 3 2

Mean value by cross entropy (ms) 2.38 2.81 3.05 3.41 4.14
Mean value by K-means (ms) 2.67 2.88 3.21 3.81 4.44
Mean value by K-means++ (ms) 2.73 3.45 3.90 4.55 5.32

the proposed approach, K-means and K-means++, where the influence
of the controllers’ number and network scales on the solution can be
derived, respectively. In the first set of experiments, we choose the
Interoute topology and the number of required controllers changes
from 2 to 6 incrementally. Given the number of controllers, all the
approaches are executed by 10 times to record the SC-avg latency for
each time in order to make the simulation results more convinced.

The simulation results are shown in Fig. 6. The figure contains
15 box plots, and each box plot corresponds to one approach with a
given number of controllers. In each box plot, 5 numerical points are
displayed, which are the maximum value (black whisker above the
box), 75th percentile (the top of the box in blue color), 50th percentile
(the band inside the box in red color), 25th percentile (the bottom of the
box in blue color) and minimum value (black whisker under the box)
from top to bottom, respectively. For instance, the box plot named “C6”
means that the cross entropy is applied and the number of controllers
is 6; and “+5” means that the K-means++ is applied and the number
of controller is 5.

It can be observed from three adjacent box plots with the same
number of controllers that the cross entropy achieves a smaller SC-avg
latency than K-means and K-means++. The calculated mean values of
SC-avg latencies by three approaches are shown in Table 4. When the
number of controllers changes from 2 to 6, the error rate between cross
entropy and K-means is in the range of [2.49%, 12.18%], and the error
rate between cross entropy and K-means++ is in the range of [14.71%,
33.43%]. Moreover, it can be inferred that the cross entropy is more
stable than K-means and K-means++. More specifically, the maximum
value and minimum value are almost coincident with a less than 2.27%
margin when the cross entropy is applied.

In the second set of experiments, we set the number of controllers to
be 3 to reduce the calculation time, and choose totally five topologies
from the Internet Topology Zoo with different network scales (which is
shown in Table 1). Other experimental setups are in accordance with
the first set of experiments in this subsection.
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The simulation results are shown in Fig. 7. It can be observed from
three adjacent box plots with the same topology that the cross entropy
achieves a smaller SC-avg latency than K-means and K-means++ in
the medium-size and large-size networks (i.e. in the topology which is
composed of dozens of nodes or more). The calculated mean values of
SC-avg latencies by three approaches are shown in Table 5. When the
number of nodes increases from 48 to 197, the error rate between cross
entropy and K-means is in the range of [2.96%, 11.73%], and the error
rate between cross entropy and K-means++ is in the range of [14.93%,
36.66%].

6.6. Comparison of cross entropy and K-means based approaches on de-
creasing SC-worst latency

To further compare the performance of cross entropy, K-means and
K-means++, we evaluate the SC-worst latencies of three approaches. we
design two sets of experiments, where the influence of the controllers’
number and network scales on the solution can be derived, respectively,
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Comparison of cross entropy and K-means based approaches on different network scales.

Table 5
Name of topology Gridnet
Mean value by cross entropy (ms)  3.34
Mean value by K-means (ms) 4.17
Mean value by K-means++ (ms) 3.34

Bellcanada  Interoute  GtsCe  Cogentco
4.83 3.41 2.65 7.10
5.18 3.81 2.87 7.31
5.58 4.66 3.49 8.16
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Fig. 9. Comparison of SC-worst latency between cross entropy and K-means based
approaches on different network scales. On the X-axis, “C”, “K” and “+” represent
cross entropy, K-means and K-means++, respectively; and “Gr”, “B”, “I”, “Gt” and
“C” represent the topology of “Gridnet”, “Bellcanada”, “Interoute”, “GtsCe” and
“Cogentco”, respectively.

and all the experimental setups are in accordance with Section 6.5. The
simulation results are shown in Figs. 8 and 9.
Finally, two conclusions can be derived from these two subsections.

(1) The cross entropy can always achieve a smaller SC-avg latency
and SC-worst latency than K-means and K-means++ in the same
experimental condition.

(2) The cross entropy can keep the simulation results stable when
the experiments are repeated for multiple times, which demon-
strates the high stability of our proposed approach.

Moreover, It also can be derived that when the optimization target is
the SC-avg latency, K-means performs better than K-means++, while
when the optimization target is the SC-worst latency, K-means++ per-
forms better than K-means. It can be explained as K-means initializes
the k centers randomly, while K-means++ prefers to choose a node as
a new center which is the farthest from the previous centers, and avoid
the emergence of extreme points with long distances to reach all the
controllers.

6.7. Comparison of SC-avg latency between cross entropy and optimal
solution

In this subsection, we evaluate and compare the SC-avg latency
between the cross entropy and the optimal solution. To demonstrate the
precision and scalability of the cross entropy, we also design two sets
of experiments. In the first set of experiments, we choose the Interoute
topology and the number of required controllers changes from 1 to 5
incrementally, and all the other procedures are similar with Section 6.5.

The simulation results are shown in Fig. 10, it can be observed from
the histogram that when the number of controllers is given, the SC-avg
latencies of the cross entropy are always equal to the corresponding
optimal solution.

In the second set of experiments, we set the number of controllers
to be 3, and choose totally five topologies from the Internet Topology
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Fig. 11. Comparison of SC-Avg latencies between cross entropy and optimal solution
on different network scales.

Zoo with different network scales (which is shown in Table 1). All the
other procedures are similar with Section 6.5. The simulation results
are shown in Fig. 11. It can be observed that in different network
topologies, the SC-avg latencies of the cross entropy are always equal
to the corresponding optimal solution.

6.8. Comparison of SC-worst latency and global latency between cross
entropy and optimal solution

To further demonstrate the advantage of our proposed approach,
we evaluate and compare the SC-worst latencies and global latencies
between cross entropy and optimal solution, note that the calculation
rule of CC-avg latency has been explained in Algorithm 1. we design
two sets of experiments, where the influence of the controllers’ number
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Fig. 15. Comparison of global latencies between cross entropy and optimal solution
on different network scales.

and network scales on the solution can be derived, respectively, and all
the experimental setups are in accordance with Section 6.5.

The simulation results of SC-worst latencies on different number
of controllers and different network scales are shown in Figs. 12 and
13, respectively. The simulation results of global latencies on differ-
ent number of controllers and different network scales are shown in
Figs. 14 and 15, respectively. It can be observed from the histogram
that in the same experimental condition, the global latencies of the
cross entropy are always equal to the corresponding optimal solution,
and SC-worst latencies of cross entropy are almost equal to the optimal
solution, with the error rate less than 5.30%. In order to decrease the
margin from the optimal solution, we can modify the parameters of
cross entropy, such as increasing the sample number N.

Finally, two conclusions can be derived from these two subsections.

(1) The cross entropy can always find the minimum or near min-
imum SC-avg latency, SC-worst latency and global latency for
different network scales with different number of controllers,
with a less than 5.30% margin from the optimal solution, which
demonstrates the high precision of our proposed approach.

(2) The cross entropy can apply to all the network scales, including
large network topologies composed of 200 nodes, with a less than
5.30% margin from the optimal solution, which demonstrates
the high scalability of our proposed approach.

7. Conclusion

In this paper, we have proposed new methods to shorten the propa-
gation latency between controllers and their associated switches. First
of all, the communication cost between controllers and switches and
the synchronization cost between controllers are investigated and for-
mulated qualitatively. Due to the high computational complexity of
the integer programming problem, we develop a cross entropy base
approach to efficiently obtain the placements. Through the process
of iteration, the probability of generating a good solution is always
increasing, which makes this approach not be easy to fall into the local
optimal solution. In order to evaluate the performance of the proposed
approach, extensive simulations are conducted under six real topolo-
gies. Simulation results verify that the cross entropy can always find out
the optimal or near optimal solution with a less than 5.30% margin, for
placing controllers for different network scales with different number
of controllers. In a conclusion, the cross entropy can promise a high
precision, stability and scalability simultaneously. Future work includes
the balance and the Pareto optimality of multiple performance metrics,
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such as the SC-avg latency, SC-worst latency and CC-avg latency. For
instance, we can compare the two extreme Pareto points: minimize
SC-avg latency followed by minimizing CC-avg latency, and vice-versa.
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